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1. First of all, setup a recovery account with a different email that you have access to. In your 
desktop, go to https://idm.ucm.es identify yourself and make sure there is an alternative 
email (email alternativo) set in the section user data (Datos de usuario). When you have the 
data ready, save changes with “Salvar los cambios”.  Remember to check the NIF/NIE 
field. You will be asked exactly the content of that field in case of account recovery.

2. Choose one or two of the following options
1. If you want to use your mobile, install in your mobile either the FreeOTP Authenticator 

or the Google Authenticator app
2. If you choose to use your desktop, install in your chrome browser   the authenticator 

extension 
(https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddi
npkbai )

3. Or the FreeOTP

3. In your desktop, go to https://idm.ucm.es and click on “segundo factor de autenticación”  
(second factor of authentication)

https://idm.ucm.es/
https://idm.ucm.es/
https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
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3. In the second factor of authentication page, click on “mostrar QR” (show QR)
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4. if you want to set up the mobile app, go to the authentication app, if it was the google 
authenticator app, you will see a “scan QR” option. Choose it and proceed to scan the QR from the 
previous step in the desktop browser

4.1 . Once done, the mobile will start showing numbers associated to this @ucm account. 
Then go to your desktop computer where the QR was. The browser will ask for a number with 
“introduzca la clave generada”. Quickly input the number the mobile is showing. It will last 30 
seconds. 

5. if you want to setup the desktop to provide the authentication numbers, go to your chrome 
browser where you installed the authentication extension. Click on the QR icon on the bar

Click on the [-] icon to start the scanning of the QR shown in the step 3

5.1 the chrome extension now should show numbers. Copy the number generated by the 
extension and paste it in the browser field “introduzca la clave generada en su movil”. Afterwards, 
the extension and your account will be setup. 
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6. Everytime you are asked for the “segundo factor de autenticación” (see third field), you 
have to type the number generated either by the installed mobile app or the chrome 
extension in your desktop. If you choose “confiar en este equipo” (trust this device), you 
will not be asked for a while this number when using this device.

7. If something goes wrong, and you loose access to your account, you can reset. To do this, go 
to  https://idm.ucm.es/clave and request an activation code to be sent. You need to choose 
the second option, that you don't have a recovery code (Si no dispone de un código de 
recuperación).  You need to choose the document type. It should be either passport 
(pasaporte), numero identificación extranjero (foreigner identification number - NIE), or 
Numero identificacion fiscal (fiscal identification number - NIF), most probably, but if they 
don't work, try the others. This is the value you need to remember from step 1. Select the 
appropriate one and select the code to be sent to your alternative account (again the one 
from step 1). 
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8. Once received the code, you will have to go the same page and input it. Again, the 
identification data (the passport, NIE, NIF, or the most adequate in your situation), and the 
recovery code.

9.  Once finished, you can gain temporally access to your account and retry the second factor of 
authentication. There is an option to disable it in case you find too many problems. Desactivation 
may cut you from the services that require second factor of authentication. Eventually, all services 
in UCM will require this second factor. 


